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COMPUrER  NETWORK  RESEARCH 


Advanced  Research  Projects  Agency 
Final  Technical  Report 

December  51,  1975 


This  final  report  covers  the  period  from  April  1,  1969  to  Decem- 
ber 51,  1975  for  ARPA  contract  number  DAIIC  15-69-C-028S,  Tlie  research 
conducted  during  this  period  has  been  amply  reported  in  our  semi-annual 
technical  reports  as  well  as  in  the  published  literature.  Consequently, 
the  format  of  this  final  report  is  quite  simple  and  brief.  In  the  next 
few  paragraphs  we  discuss  the  major  areas  of  research  and  the  principal 
results  which  have  been  obtained  therein.  The  technical  content  of 
these  results  and  of  this  research  is  not  discussed  in  detail  here, 
but  rather  the  reader  is  referred  to  the  extensive  bibliography  which 
contains  entries,  all  of  which  were  supported  by  this  ARPA  contract. 

The  research  in  these  areas  continues  and  is  currently  being  supported 
umler  ARPA  contract  number  DAHC  IS-75-C-0568. 

The  original  goals  of  this  contract  were  succinctly  stated  in  our 
proposal  of  November  1968.  Below  we  repeat  the  general  statement  of 
those  goals  and  our  expanded  view  of  the  tasks  involved. 

"The  main  purpose  of  this  contract  shall  be  to  engage  in 
those  activities  which  enable  UCLA  to  participate  as  a viable, 
creative,  and  significant  node  in  the  ARPA  experimental  com- 
puter network.  These  activities  include. 

Implementation  of  hardware  and  software  to  couple  the  UCLA 
MOST  to  its  IMP; 

We  are  starting  the  hardware  design  for  interfacing 
with  the  IMP  to  provide  a data  path  to  and  rrom  the 
HOST.  This  will  proceed  at  a faster  pace  once  the 
more  complete  IMP  specifications  are  provided.  This 
work  will  be  scheduleil  so  as  to  make  it  possible  ‘or 
UCLA  to  participa’’  in  the  initial  four-node  net. 

Research  in  the  development  and  use  of  analytical  and  simu- 
lation models  of  computer  networks  and  time-shared  compute'" 
systems  ; 


Our  activities  in  mathematical  modelling  of  communication 
nets,  computer  nets,  timc-sharctl  systems  and  r.iulti -compu- 
ter systems  will  continue  at  .in  increased  level  of  support. 
The  same  is  true  of  our  simulation  models  which  will  grow 
in  sophistication  as  more  details  internal  to  the  IMP 
structure  are  made  known  to  us.  In  this  same  connection, 
more  suitable  simulation  procedures  and  languages  will 
come  undei’  study.  We  recognize  that  the  macroscopic  view  of 


t-he  .general  flow  of  data*  lii  the  net  is  i mjiort aiit . We 
intend  to  study  the  effect  on  this  flow  due  to  chane,es 
in  routing  algorithms,  network  conf  i gurat  ioiKs  , shifts 
in  demand,  IMP  storage,  error  rates,  etc. 

Development  of  software  procedures  for  active  participation 
in  the  initial  and  full  ARPA  net; 

The  software  system  necessary  for  IMP-HOST  and  HOST- IMP 
transfer  will  be  developed  early  in  the  contract  {leriod. 

he  second  stage  of  software  development  will  be  in  pre- 
paring UCLA  sub-s/stem  programs  for  networl'  users  as 
well  as  preparaticin  by  UCLA  for  use  of  the  initial  four- 
node  (and  later  IP-node")  network  program  environment. 

This  will  include  some  expansion  of  our  new  time-sharing 
executive  system  (SPADL) . 

Develop  software  suitable  for  measuring  those  network  param.c- 
ters  which  allow  one  to  understand  network  behavior,  which 
allow  control  of  network  functions  and  which  permit  us  to 
assess  the  validity  of  our  mathematical  and  simulation  models; 

The  existing  measurement  software  system  will  be  extended 
to  enable  network  measurement  of  various  types  in  order 
to  gain  an  understanding  of  the  network  behavior.  Tliese 
measurements  will  he  used  both  for  controlling  the  net- 
work (through  its  routing  procedure,  calling  protocol, 
etc.)  and  for  assessing  the  validity  of  the  mathematical 
and  simulat^ion  models. 

Carry  out  studies  on  the  use  of  remote  facilities  in  a network 
envi ronment . 

We  will  also  conduct  studies  of  methods  by  v/hich  sufficient 
information  about  a lernote  computer  can  be  obtained  through 
a network  to  permit  intelligent  use  of  the  remote  instal- 
lat  ion.’’* 

The  goals  stated  above  have  by  and  large  been  achieved  with  success, 
and  other  unpredicted  but  related  goals  have  also  been  studied  and  have 
generated  important  results.  Below  we  discuss  these  results,  broken  down 
by  topic'  .and  keyed  to  tlic  bibliography.  This  ARPA  contract  has  resulted 
in  the  completion  of  six  Ph.D.  dissertations,  six  MS  theses,  SA  pul)lis.hcd 
papers,  and  a ver>^  large  number  of  presentations  at  conferences,  seminars, 
and  symposia. 

The  First  topic  we  consid*  r is  that  of  Analytic  Models  of  Computer 
Systems . Our  effort  at  UCLA  is  perhaps  the  best  knowm  around  tlie  world 
for  our  viarly  and  continued  work  in  this  area.  We  produced  and  solved 
the  earliest  models  for  time  shared  computer  systems  focusing  originally 
on  the  single  resource  model  for  these  systems.  Lately  our  group  has 
been  most  instrumental  in  generating  analytic  models  for  multiple  resource 
time-shared  and  multi-access  computer  systems,  'the  numerous  papers  and 


reports  which  have  resulted  from  this  effort  arc  listed  in  the  first 
section  of  the  bib  iography  following.  The  effort  here  has  been 
extremely  success fi  I ar»i  has  motivated  other  research  groups  around 
the  world  to  engage  research  in  this  area. 


Tiie  second  ^ 
Netwo’^ks.  Tin 
famous.  Again, 
behavior  of  com] 
to  form  tlic  basis  r( 
has  recently  emerged 
effort  are  listed  in 
have  deveioped  some 
and  we  have  constant 
ence  of  the  ARPANHT. 
poi.  ' . , y well  with 
traffic. 


c i V Analytic  Models  of  Computer  Communication 
Is. also  one  for  whicli  our  group  at  UCLA  is  world 
educed  some  of  the  earliest  models  describing  the 
communication  networks  and  these  models  continue 
c all  of  the  analytical  and  design  technology  which 
Principal  works  which  have  resulted  from  cur 
the  second  section  of  the  bibliography.  Here  we 
rather  sophisticated  models  of  network  behavior, 
ly  refined  these  models  as  a result  of  our  experi- 
We  have  beeti  able  to  show  that  our  models  corres- 
the  simulation  and  measurement  results  of  real 


Next,  we  consider  Design  Methods  for  Computer  Communication  Net- 
works . These  recent  design  tools  represent  one  of  the  successful 
aspects  of  the  ARPANHT  experiments.  Indeed,  we  now  understand  what  is 
involved  in  creating  a packet  switching  network  and  are  able  to  describe 
design  tools  which  lead  to  efficient  networks.  Our  effort  here  has 
resulted  in  an  heuristic  approach  to  the  topological  and  overall  design 
of  networks  , and  has  led  to  a number  of  sub-problems , each  of  whicr , 
has  been  carefully  solved  and  documented.  Again,  the  major  results, 
here  are  listed  in  the  third  section  of  the  bibliography. 

Tlie  results  for  our  fouith  topic,  Measurement  of  C«^^mputer  Commum 
cation  Networks , we  derived  from  our  function  as  Network  Measurement 
Center  for  the  ARPANFT.  'iTiis  effort  has  been  a relatively  high  overhead 
task  during  its  early  stages  due  to  the  need  to  develop  extensive  mea- 
surement tools  and  measurement  programs  prior  to  the  experiment  phase 
itself.  During  the  latter  phases  of  this  contract,  we  have  begun  to  sec 
many  more  significant  experiments  and  results  coming  from  the  Neivcrk 
Measurement  C(*nter  (and  this  has  accelerated  considerably  in  the  Network 
Measurement  Center's  efforts  during  the  new  contract  period),  l-arlier, 
we  were  responsible  for  influencing  BBN’s  IMP  operating  system  design 
with  respect  to  the  inclusion  of  rather  extensive  neasurement  tools 
within  each  IMP.  These  tools  have  made  possible  the  sophisticated  and 
revealing  experiments  which  we  have  been  conducting.  The  ‘^ourth  section 
of  the  bibliography  points  to  these  results. 

A more  recent  activity  which  we  had  not  anticipated  at  the  star"  of 
this  contract,  but  which  became  important  to  ARPA  and  ot  interest  to  us 
during  the  latter  phases  was  that  of  Packet-Switching  for  Satellite  Com- 
muni  cat  ions  . Here,  we  have  played  an  i ^orlant  role  in  the  analysis  of 
Fhc  behavior  of  multi-access  hrradcast  satellite  channels.  A rather 
sophisticated  model  has  been  develo  )ed  and  analy*.cd  with  some  approxi- 
mations which  have  been  supp>ixod  through  simulation.  Moreover,  we  have 
developed  some  optimal  control  procedurec;  tu  .stabilize  the  basically 
unstable  slotted  Aloha  access  mode.  The  publications  and  repoits  eman- 
ating from  this  research  are  listed  in  the  fifth  section  of  the  bibliog- 
raphy. 


A research  area  related  to  Satellite  Packet  Switching  is  that  of 
Packet-Switching  for  Ground  Radio  Communications,  ilere  too,  we  have 
played  an  important  role  in  providing  the  basic  analysis  for  a new  ac- 
cess mode  known  as  Carrier  Sense  NKiltiple  Access.  'Fhis  effort  has  been 
picking  up  strongly  in  the  new  contract.  The  publications  and  reports 
are  listed  in  the  sixth  sectio"*  of  the  bil) liogranhy. 

'Ihe  last  major  activity  we  have  been  involved  in  is  that  of  Com- 
puter System  Security.  This  effort  was  completely  unanticipated  in 
our  original  proposal  but  has  become  an  area  of  basic  importance  to 
the  proper  functioning  of  computer  systems  and  of  computer  networks. 

The  research  here  is  extremely  f.ifficult  and  our  approach  has  been  to 
provide  a procedure  whereby  systems  can  be  proven  secure  rather  than 
Just  tested  (an  endless  task)  for  securi^'y.  The  pertinent  publications 
are  listed  in  the  last  section  of  the  bibliography. 

In  summar)'  then,  we  offer  as  the  final  measure  of  our  achievements 
during  this  contract  period,  the  publications  listed  below.  Tn  addition 
to  these  printed  documents,  however,  we  have  been  functioning  as  active 
participants  in  the  growth  and  development  of  the  ARPANET  at  many  levels. 
The  success  of  the  ARPANET  has  been  in  part  due  to  the  distributed  res- 
ponsibility for  a variety  of  unnamed  task^  and  unforeseen  needs;  in  this 
too,  we  have  home  far  more  than  our  share. 

The  following  bibliography  is  made  up  of  f>8  papers,  0 masters'  theses, 
b Ph.D  di.sscrtat ions , several  book  chapters  and  numerous  presentations, 
notes  and  memos , 
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ANALYTIC  MODI'.LS  OF  COMPUTFR  SYSTLMS 


Klcinrock,  L.  "Time-Sharing  Systems:  Analytical  Methods,"  in 
Critical  Factors  in  Lata  Management,  a three-day  Symposium  held  at 
UCLA,  March  20-22,  1068 ,Grucnbcrger , F.  (ed.),  Prentice-Hall, 

Linglewood  Cliffs,  N.J.,  1969,  pp.  3-52. 

Martin,  I),  and  G.  Lstrin,  "Path  Length  Computations  on  Graph  Models 
of  Computations,"  Transactions  of  the  IEEE,  C-18 :530-536, 

June  1969. 

Kleinrock,  L.,  "On  Swap  Time  in  Time-Shared  Systems,"  1969  Computer 
Group  Conference  Digest,  sponsored  by  the  Institute  of  Fiiectrical 
and  lilectronics  engineers,  Inc.,  June  17-19,  1969,  Minneapolis,  Minn., 
pp.  37-41  . 

Coffman,  I-.G.,  Jr.  and  R.R.  Muntz,  "Model  of  Pure  Time-Sharing 
Disciplines  for  Resource  Allocation,"  Proceedings  of  the  24th 
National  Conference  of  ACM,  August  1969,  op.  217-228. 

Muntz,  R.R.  and  R.  Uzgalis,  "Dynamic  Storage  Allocation  for  Binary 
SearcJi  Trees  in  a Two- Level  Memory,"  Proceedings  of  the  Fourth  Annual 
Trinccton  Conference  on  Information  Sciences  and  Systems,  Princeton, 
N.J.,  M^tc'i  26-27,  1970,  pp.  345-349. 

Kl(‘inr<  f , L.,  "A  Continuum  of  Time-Sharing  Scheduling  Algorithms," 

AIM  PS  ference  Proceedings,  Spring  Joint  Computer  Conference, 

May  5-‘  , 1970,  Atlantic  City,  N.J.,  AFIPS  Press,  Montvale,  N.J., 

Vol.  36,  V 453-458. 

Kleinrock,  I..,  "Swap  Time  Considerations  in  Time-Shared  Systems," 

Ilitili  Transact ioi!  -.  on  Computers  , C- 19 :534-540,  June  19/0. 

Kleinrock,  L.  ,ind  R.-.  Muntz,  "Multilevel  Processor-Sharing 
Queueing  Model i for  the  Time-Shared  Systems,"  Proceedings  of  the 
Sixth  International  Te^ccraffic  Congress,  sponsored  by  the  Deutsche 
Bundespost,  September  9-15,  1970,  Munich  Germany,  pp.  341/1-341/8. 

Klcinrock,  L.,  R.R.  Muntz,  and  F.  Rodemich,  "The  Processor-Sharing 
Queueing  Model  for  the  Time-Shared  Systems  with  Bulk  Arrivals," 
Networks , 1:1-13,  1971. 

Kleinrock,  L.,  R.R.  Muntz,  and  J.  Hsu,  "Tight  Bounds  on  Average 
Response  Time  for  Processor-Sharing  Models  of  Time-Shared  Computer 
Systems,"  Proceedings  of  the  International  Federation  for  Information 
Processing  Congress  71,  August  23-28,  Ljubljana,  Yugoslavia,  North- 
Holland  Publishing  Co.,  Amsterdam,  1971,  TA-2,  pp.  124-133. 
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Wong,  .1.  and  R.R.  Ntuntz,  "Process- to-Scheduler  ('c  fu^unicat ion  to  Aid 
Memory  Management,"  presented  at  the  Argonne  Woi.  ih('p  on  System 
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